PENNDEL MENTAL HEALTH CENTER 
Annual Employee HIPAA Privacy Regulations Review 
The initial HIPAA (Health Insurance Portability & Accountability Act) regulations went into effect in April of 2003.  At that time, PMHC adopted many new protocols and procedures to comply with these regulations.  The regs have been amended over the years, but the overall expectation remains the same:  agencies like PMHC that have access to a patient’s protected health information MUST take all appropriate steps to guard and secure that information so that the individual’s privacy is protected.  
What are the basics of the HIPAA Privacy Rule:

· The Privacy Rule is intended to create a culture of privacy

· Privacy standards apply to oral, written and electronic information

· Standards apply to “protected health information;” all individually identifiable health information in any form.  

What is “Individually Identifiable Health Information”?
 + Any information that could reasonably be used to identify a client including addresses, phone numbers, social security numbers, and insurance numbers

+  Anything that we do or say to reveal the identity of one of our clients could be called Individual Identifiable Health Information

What’s the most important thing to remember?  
Protected health information may not  be used or disclosed for reasons other than TREATMENT, PAYMENT or HEALTHCARE OPERATIONS without  specific patient authorization.
Are there exceptions to this rule?

There are certain other uses and disclosures that are permitted by  

federal law.  They are: 

· When a Disclosure is Required by Federal, State or Local   Law, in Judicial or Administrative Proceedings or by Law Enforcement 

· For Public Health Activities 

· For Health Oversight Activities  
· For Organ Donation
· For Research Purposes (in very limited circumstances 
· To Avoid Harm  
· For Specific Government Functions 

· For Workers’ Compensation

· Appointment Reminders and Health-Related Benefits or    Services 

· Fundraising Activities

What is a “Notice of Privacy Practices?”
Under HIPAA regulations, PMHC has a legal duty to safeguard our clients’ protected health information.  Upon entering treatment and/or at registration, all PMHC clients must receive a written “Notice of Privacy Practices.”

This Notice describes how health information may be used and disclosed and how the client can get access to this information.  

PMHC will protect the privacy of the health information that we maintain that identifies a client, whether it deals with the provision of health care or the payment for health care.  With some exceptions, we must avoid using or disclosing any more of an individual’s health information than is necessary to accomplish the purpose of the use or disclosure.  We are legally required to follow the protocols that are described in our current Notice of Privacy Practices.  All PMHC Employees should be familiar with the current Notice of Privacy Practices, as described below:   

What are a Client’s Rights, Under the HIPAA Regulations?
+  When registering for services at PMHC and/or when initiating treatment, a client will be asked to sign an Authorization for Treatment, Payment and Healthcare Operations.  This authorization form informs the client as to his/her rights under the HIPAA regs, regarding the disclosure of Protected Health Information for purposes of treatment, payment or operations.
PMHC cannot condition treatment, payment or operations on obtaining a signed authorization form.

Once a client has signed the Authorization and/or Consent Form, he/she can revoke that authorization at any time, with the following conditions:

· It can be signed “from this day forth;” not retroactively.
· If billing to insurance is not consented to, client must agree to self-pay

+  Every client has a right to Request Limits on Uses and Disclosures of His/Her Health Information.  Clients have the right to ask us to limit how we use and disclose their health information, and while we can consider this request, we are not required to agree to it.  If we do agree to the request, we will put the limits in writing and will abide by them, except in the case of an emergency.  

+  Every Client has the Right to Choose How We Send Health Information to Him/Her or How He/She is Contacted.  Client have the right to ask that we contact them at an alternate address or telephone number (for example, sending information to a work address instead of a home address) or by alternate means (for example, by mail instead of telephone).  We must agree to this request so long as we can easily do so.  

+  Every Client has the Right to See or to Get a Copy of His/Her Protected Health Information.  In most cases, a client has the right to look at or get a copy of his/her health information, but that request must be made in writing.  A request form is available from an Office Manager/ Medical Records Clerk in all PMHC departments.  We must respond to this request within 30 days.  If we do not have the health information being requested, 
but we have knowledge that the information exists with another provider or facility, we must inform the client of same.  In some situations, we may deny a request and if that is the case, we must communicate (in writing) the reasons for the denial.  In certain circumstances, the client has the right to appeal the decision.  

If a client requests copies protected health information, or if PMHC provides a summary or explanation of records, there may be a charge you for the copy on a per page basis, only as allowed under Pennsylvania state law.  We need to require that payment be made in full before we will provide the copy to you.  If you agree in advance, we may be able to provide you with a summary or an explanation of your records instead.  There will be a charge for the preparation of the summary or explanation.

+  Every client has the Right to Receive a List of Certain Disclosures of His/Her Health Information That PMHC Has Made.  Clients have the right to get a list of certain types of disclosures that we have made of their health information.  This list would not include uses or disclosures for treatment, payment or healthcare operations, disclosures to the client those with a written authorization, or disclosures to his/her family for notification purposes or due to their involvement in the client’s care.  This list also would not include any disclosures made for national security purposes, disclosures to corrections or law enforcement authorities or disclosures made prior to April 14, 2003.  The client cannot request an accounting for more than a six (6) year period.  All such requests must be made in writing; a request form is available from an Office Manager/Medical Records Clerk in the department from which the records are being requested.  PMHC must respond to requests within 60 days.  

+  Every client has the Right to Ask to Correct or Update His/Her Health Information.  If a client believes that there is a mistake in his/her health information or that a piece of important information is missing, he/she has a right to ask that we make an appropriate change to the information.  The client must make the request in writing, with the reason for the request, on a request form that is available from an Office Manager/ Medical Records Clerk in the department from which the records are being requested.  PMHC must respond within 60 days of receiving the request.  If the request is approved, we will make the change to the client’s health information, inform him/her that we have done so, and will inform appropriate others of the change.  

We may deny a request if the protected health information: (1) is correct and complete; (2) was not created by PMHC; (3) is not allowed to be disclosed to the client; or (4) is not part of PMHC records.  The written denial will state the reasons that your request was denied and explain the client’s right to file a written statement of disagreement with the denial.  If the client does not wish to do so, he/she may ask that we include a copy of his/her request form, and our denial form, with all future disclosures of that health information.   

+  Every client must be provided A Means to Report a Privacy Complaint:  In the PMHC Notice of Privacy Practices, clients are information that they can contact Karen Graff, Executive Director at 267-587-2300 if they have any questions about anything discussed in the Notice or about any of PMHC’s privacy practices, or if they have any concerns or complaints.  Clients also have the right to file a written complaint with the Secretary of the U.S. Department of Health and Human Services.  PMHC may not take any retaliatory action against a client if he/she lodges any type of complaint.

What is the “Minimum Necessary” Standard?
PMHC upholds the “Minimum Necessary” standard, with regard to sending out information to outside sources (external disclosures) or allowing access to protected health information to PMHC employees (internal disclosures).  
This means that: 
· Regarding EXTERNAL DISCLOSURES:
· PMHC will only disclose the minimum necessary information to achieve the purpose of the disclosure.
· Regarding INTERNAL DISCLOSURES:
· PMHC employees shall only have access to the minimum information that is necessary to perform their job.
· At no time should an employee view any client’s chart or billing information unless required by their job  
Besides reviewing the HIPAA regulations, what else should a PMHC employee do?
Examine your space:  
· In your office, are their calendars, posted lists, client charts, etc. with clients’ names listed?  
· Is your computer monitor visible to clients, family members or visitors to your office?

Examine your habits:  
· Are you having discussions w/ clients in an open space?
· Do you ever have a discussion about a client w/ a colleague in a hallway or other open space?
· Are you using a shredder to dispose of protected information or does that information end up in regular trash? 
To conclude, when asked to disclose protected health information: 
THINK  . . . .  CONFIRM  . . . .  ACT.
1

